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General

1.1.  Purpose and Scope

The purpose of this specification is to define the IPT PDU-SNMP Advanced Control Unit based
PDU product. Definitions will cover electrical and operational characteristics.

1.2.  Product Purpose

The IPT Power Distribution Unit [PDU] is installed into a data centre server cabinet and distributes
a single or three-phase power supply to up to 48 socket outlets. The PDU is a meter grade product
[Accuracy = 1%] that monitors and records total voltage, current, power and energy usage to all
socket outlets and also individually monitors and records each socket outlet current/power. The
recorded information is made available over an Ethernet network via an internal web server and
SNMP registers.

The PDU-SNMP Advanced Control Unit replaces the current control board within the PDU system
and provides enhanced features including, USB ports, internal high-capacity log storage, IPv6 and
SNMPv3 support, SNMP manager functionality etc.

1.3.  Variants

There are two product variants that use the control board:

1. Strip version (Version that can be fitted within a PDU strip for the monitoring of a single or
three-phase supply, control/monitoring up to 48 socket outlets, present an Ethernet port,
MODBUS port for the monitoring of multiple PDU’s, external contact monitoring, door entry/
control, temperature and humidity sensor ports. Power is derived from an incoming mains
phase.)

2. Rack-mount version (Version that is mounted within a 1-6U sub-rack enclosure for the
monitoring of a single or three-phase supply, control/monitoring up to 48 socket outlets,
present an Ethernet port, MODBUS port for the monitoring of multiple PDU’s, external
contact monitoring, door entry/control, temperature and humidity sensor ports. Power is
derived from an incoming mains phase.)
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1.4. Glossary

PCB Print Circuit Board, also called Printed Wiring Board. Fibre glass board with copper wiring
layers forming electrical circuit in conjunction with mounted components.

ETHERNET  Ethernetis afamily of computer networking technologies for local area networks
(LANs) commercially introduced in 1980. Standardized in IEEE 802.3, Ethernet has largely
replaced competing wired LAN technologies. Systems communicating over Ethernet divide a
stream of data into individual packets called frames. Each frame contains source and destination
addresses and error-checking data so that damaged data can be detected and re-transmitted.
The standards define several wiring and signalling variants. The original 10BASE5 Ethernet used
coaxial cable as a shared medium. Later the coaxial cables were replaced by twisted pair and fibre
optic links in conjunction with hubs or switches. Data rates were periodically increased from the
original 10 megabits per second, to 100 gigabits per second.

SNMP Simple Network Management Protocol (SNMP) is an “Internet-standard protocol for
managing devices on IP networks. Devices that typically support SNMP include routers, switches,
servers, workstations, printers, modem racks, and more. It is used mostly in network management
systems to monitor network-attached devices for conditions that warrant administrative attention.
SNMP is a component of the Internet Protocol Suite as defined by the Internet Engineering Task
Force (IETF). It consists of a set of standards for network management, including an application
layer protocol, a database schema, and a set of data objects.

SNTP Simple Network Time Protocol (SNTP) is a simplified version of Network Time Protocol
(NTP) that is used to synchronize computer clocks on a network. This simplified version of NTP is
generally used when full implementation of NTP is not needed.

HTML  HyperText Markup Language (HTML) is the main markup language for web pages.
HTML elements are the basic building-blocks of webpages. HTML is written in the form of HTML
elements consisting of tags enclosed in angle brackets (like <html>), within the web page content.
HTML tags most commonly come in pairs like <h1>and </h1>, although some tags, known as
empty elements, are unpaired, for example <img>. The first tag in a pair is the start tag, the second
tagis the end tag (they are also called opening tags and closing tags). In between these tags web
designers can add text, tags, comments and other types of text-based content.

PDU PDU [Power Distribution Unit] is a product which allows the distribution of a single or
three phase mains supply to a number of mains powered devices. Each output to a device, or
socket, may be individually controlled by the PDU by activating or deactivating its associated relay
which is placed in series with the mains supply. In this way externally connected devices may be
switched on or off as required by the application.

MODBUS  Modbus is a serial communications protocol published by Modicon in 1979 for use
with its programmable logic controllers (PLCs). It has become a de facto standard communications
protocol in industry, and is now the most commonly available means of connecting industrial
electronic devices.

(5]

\fan excel solution ELE\/ATE

Future Faster



Technical Requirements

2.1.  PDU-SNMP Advanced Control Unit based PDU

Overview

The IPT Power Distribution Unit [PDU] is a meter grade power distribution product that can be

supplied in power strip or 19” sub-rack format.

The main function of the product is to distribute a single or three-phase power supply to up to

48 socket outlets while monitoring and recording total voltage, current, power and energy usage
to a meter grade accuracy of = 1%. Additionally the product can monitor external environmental
conditions, such as temperature or humidity, voltage free contacts and provide a complete cabinet
door card entry control system. The product is controlled remotely over an Ethernet network using

the integrated web server or SNMP registers.

The product provides the following features:

1.

ARM based system supporting IPv4/6,
HTTP(s), SNMPv2 & v3 trap alarms,
SNTP time stamping, SMTP email
alarms and SysLog alarms.

Highly flexible build configuration
consisting of ‘Control’, ‘Meter’ and
‘Socket’ PCB sub-assemblies.

Universal input voltage range 85-
264VAC on-board SMPS.

Real Time Clock (RTC) with capacitor
backup.

Single or three phase 63A capable + 1%
accuracy metering modules.

Monitoring and recording of VRMS,
IRMS, kW, kWh, Power factor, kVA,
kgCO2, BTU/h, kJ/h and frequency
measurements.

Internal USB2.0 host port for USB flash
drive storage of log data.

Ethernet port [IEEE 802.3 with full
10/100Base-T network compatibility].

External USB2.0 host port with HTML/
SNMP power control.

10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

High-speed MODBUS RS485 port for
local daisy-chaining of up to 31 PDU
slaves.

Pluggable 16x2 LCD panel with RGB
backlight support and full colour LCD
touch panel support.

Temperature sensor bus port [8x
chained].

Humidity sensor port.

External contact monitoring ports x3.
Cabinet door contact monitoring port.
Cabinet door lock control port.

Cabinet door Wiegand card reader port.
48 socket outlet support with current
monitoring and/or switching using 4way
socket module with automatic searching

[Phase configuration on socket module].

Remote monitoring and configuration
[HTML webserver and SNMP registers].
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2.1.2. Power

Operational power is derived from one of the incoming phases [85-264VAC] which is connected to the
board via a screw terminal connection.12VDC power is distributed to all connected Socket boards.

2.1.3. Operation

The PDU product is energised when supplied with AC power.

When a LCD panelis connected to the LCD port the product displays the welcome screen and
then toggles between a screen showing the voltage [VRMS], amps [IRMS], kW’s, Power factor and
Energy used in kWh and a screen showing environmental parameters, see section 2.1.6.

Dependant on the number of Meter boards connected the system will collect data from each and
store this for access via the Web server, SNMP registers or Modbus requests.

MODBUS connection

The PDU product may be configured as a ‘Master’ and connected to up to thirty-one [31] other
PDU'’s, via a 2 wire RS485 interface, that are configured as ‘Slaves’ to allow the master PDU to
collect measurements from the slaves for query over the masters SNMP interface.

Ethernet connection

The PDU product may be connected to a PC or laptop using a cross-over CAT5 Ethernet cable
or to a router using a straight through CAT5 Ethernet cable. The GREEN LED on the Ethernet
connection port indicates that the product is connected to a valid device, the YELLOW LED
indicates data traffic to/from the unit.

The product, as default, is not configured for DHCP [Dynamic Host Configuration Protocol]
which allows a connected Ethernet router to assign an IP address to the product for Ethernet
communication. DHCP may be configured using the ‘Network Configuration’ button within the
Web server, see Appendix A ‘Web server HTML page description’ for more information.

External USB2.0 port

The product provides a USB2.0 host port with configurable power activation for external USB
device such as USB flash drives, cameras, input devices and additional WIFI/Bluetooth network
support.

Web server access

The PDU product supports full HTTP and HTTPS access of the internal HTML web pages using any
standard internet browser ie. Internet Explorer (pre-Edge), Firefox, Google Chrome etc.

Please see Appendix A ‘Web server HTML page description’ for more information on accessing
this service.
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SNMP register access

The PDU product is provided with a MIB [Management Information Base] for use with any SNMP
manager. This MIB outlines all the accessible registers, there type and description. The file is called
‘PDUSNMP_Vx.xx.xx.mib’. For more information please look at the MIB file.

Please see Appendix B ‘SNMP register description’ for more information.
NTP time update

The PDU product supports Network Time Protocol (NTP) time and date synchronisation with a
pool of NTP time servers when it has network access. The built in Real Time Clock (RTC) stores
this time/date and recalls it on every boot so if network access is down the clock for logging
functions will always be correct. The NTP server or time/date may be configured in the webserver,
see Appendix A ‘Web server HTML page description’ for more information.

USB flash drive configuration update

The PDU product supports the update of system configuration using a standard USB flash drive.
This allows a set of default configuration options to be setup on the USB flash drive and this drive
used on a number of systems.

When the front panel USB is configured for power output (default) a USB flash drive containing a
modified copy of the current ‘config.ini’ file may be inserted and within 10 seconds the key values
contained in the config.ini file will be copied to the system.

Additionally if the key value ‘dhcpenabled = 0’ is configured within the config.ini on the USB flash
drive and the ‘ipaddress' field is set to an IP address value other than the one currently configured
on the system (“192.168.1.70’ default) then the system will be re-configured for this IP address and
an automatic reboot undertaken.

(e
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2.1.4. Connections

IP1, 2, 3,4 (ACU) — Port Identification.

1. Modbus Port
High Speed MODBUS RS 485, Daisy chain up to
32 PDUs

2. Remote Display Port
Connect a secondary RGB display for ease of
viewing

3. Cabinet Lock Control Port
Connect Electronic Handles

4. Cabinet Door Card Reader Port
Connect Card Reader or Electronic Handle Card
Reader aspect

5. Cabinet Door Contact Monitoring Port
Connect door contacts

6. Temperature Sensor Port
Connect up to 8 daisy chained sensors

7. Humidity Sensor Port
Connect Humidity / Temperature Sensor

8. Voltage Free Contacts
3 sets of Volt Free Contacts for connection of any
accessory such as leak detection

9. USB2.0Port
Used for small PIN camera or Automatic Config
upload

10. ResetButton

11. Ethernet Port
[EEE 802.3 with full 10/100 Base-T network
capability

12. Default Button
Enables a “Factory Reset”. Please contact us for
correction operation.

13. Local TFT “Touch Screen Display”
IEEE 802.3 with full 10/100 Base-T network
capability

\/ an excel solution
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LCD panel function

The PDU can provide visual system status if a LCD panel is connected to the system. The “Touch
keypad output enable’ option must be unchecked for the LCD panel output to work. Indication as
follows:

Power on welcome message

The LCD displays the following welcome message for five [5] seconds after initialisation:

PDU Vn.nn.nn

2020 IPT Limited

Single phase mode

The display provides status information for a number of parameters and is updated every <LCD
rotation period> [default 3] seconds, as follows:

Single phase mode screen 1:

XXX XXX XXX XXX

11023.0 kWh

Single phase mode screen 2:

L1240.3V 6.35A

1.50 kW 0.736PF

If environmental sensors are connected then screen 2, see below, is displayed otherwise

Single phase mode screen 3, then returns to screen 1:

Humidity 58.45%

Temp 23.56°C

(70)
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Three phase mode

The display provides status information for a number of parameters and is updated every second,
as follows:

Three phase mode screen 1:

XXX XXX XXX XXX

11023.0 kWh

Three phase mode screen 2:

L1240.3V 6.35A

1.50 kW 0.736PF

Three phase mode screen 3:

L2238.1V 4.56A

1.12 kW 0.834PF

Three phase mode screen 4:

L3239.5V12.67A

3.03 kW 0.986PF

If environmental sensors are connected then screen 4, see below, is displayed otherwise screen 1
is re-displayed.

Three phase mode screen 4, then returns to screen 1:

Humidity 58.45%

Temp 23.56°C

()
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Touch LCD panel function

The PDU can also provide visual system status if a Touch LCD panel is connected to the system.
The “Touch keypad output enable’ option must be checked for the LCD panel output to work.
Indication as follows:

Welcome message

The LCD displays the following welcome message until system initialisation:

Single phase mode

The display provides status information for a number of parameters and is updated every <LCD
rotation period> [default 3] seconds, as follows:

Single phase mode screen 1:

Cabinet ID:
DS001

IP Address:
192.168.1.95
Slaves: 1

Energy: 1. 9kwh

‘an excel solution ELE\/ATE
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Single phase mode screen 2:

Meter1 Phase L1
Volts: 232. 4 ]
Amps: 0. 95 A
kws: 0.216 kWs
Freq: 49. 98 Hz
Pr. 0.999
Temp: 26. 45 C

Single phase mode screen 3, then returns to screen 1:

Environmental
Humidity: 48. 34 %
Temp: 23. 67 C

ContactsT: OPEN  2: OPEN
Contacts 3: OPEN

Door: GLOSED
Lock: LOCKED

In three phase mode screen 3 & 4 show meter 2 & 3 measurements respectively.
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2.1.5.  Configuration

All board configuration is undertaken via the web server, SNMP registers or using the a USB flash drive.
2.1.6. Control

Reset button

The RESET button allows the PDU to be restarted. Momentarily press the ‘RESET’ button to

reboot the PDU.

Default button

The DEFAULT button allows the PDU to reset to factory defaults. Press and hold the ‘DEFAULT’

button and momentarily press the ‘RESET’ button to reset configuration to factory defaults.
2.2.  Operating Environment

The product shall operate in a temperature range of 0 — +600C and a humidity of up to 80% non-condensing.
2.3. Safety Integrity

The product shall be designed in accordance with relevant safety standards [5] [6]
2.4. International Standards

The product shall be designed in accordance with relevant International standards [ 7]
\/‘ an excel solution ELEVVATE
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Appendix A. Web server HTML page description

Web server HTML page description

The PDUHTTP web server service provides a set of HTML pages that can be viewed within any
HTML compatible web browser [ie. Internet Explorer, Firefox, Google Chrome etc.].

Logging into the web server

The HTTP service provides Domain Name Service [DNS] resolution so that the PDU IP address
does not need to be known, entering ‘PDUSNMP’ into the browsers URL bar will contact the web
server and initiate the authentication process to allow entry into the PDU system. The following
authentication screen will be displayed:

Sign in
http://192.168.1.95

Your connection to this site is not private

Username |

Password

At this point the operator may enter the system as a User, Administrator or Factory operator. The default
User name and Password for the default administrator account is ‘admin’, both are case sensitive.

New accounts may be configured under the ‘Configuration’ tab settings, see later in this appendix.

User account

A User account prevents access to the all configuration options and most other operations that
could compromise PDU SNMP operation.

(5]

\fan excel solution ELE\/ATE

Future Faster



Administrator account

An Administrator account allows the operator to re-configure any aspect of the PDU SNMP
configuration. This configuration includes re-naming of the PDU client name, location, cabinet
ID, Phase names, socket equipment names and changes to default parameters including kgCO?2
conversion factor, cost per kWh, currency symbol, LCD colours, Slave modbus address, timeout
and retry values, alarm threshold values and configuration, network and SNMP settings etc.

The Administrator also has access to buttons that allow the PDU to turn individual ports ON/OFF
and reset currently stored energy levels etc.

Factory account

As the Administrator account but allows chnages to made to the Advanced Configuration page

(6]
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Overview page

After successful authentication the operator is presented with the initial Overview page which
provides an overview of the PDU unit.

The following screen shot shows a single phase application:
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Alarm sunn
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FOU incluting comdguranon, akbsm
Timeaamn
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Phase L1 status
Vol AC 2800 i 00%
Amps AC 00 Power Facier 0029
Fhase L2 status
Voks AC 008 e 0030
Arrg AC 003 Power Facks 0030
Phase L3 status
e 00 Wt 0030
Amps AC 003 Power Facter 00%0
FDU Totals
Anvgs . H
Wa
on N ETum
pCo2 N o

Coane)

On all pages there is a help box on the right of the screen, this giving relevant information about the page
and its controls.

The PDU Information provides an overview of the location and client to which the PDU belongs, its IP
address, the mode of operation (NORMAL, MASTER or SLAVE), the alarm status and the real time clock

current time/date.

Below this an overview of the connected meters is given along with totals for all the connected meters.

()
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Metering page
Clicking on the Metering button the operator is presented with the metering page which contains

details of the individual meters connected to the system. The following screen shot shows the first
meter (the other two are identical):

Cwerview  Metering Socket Qutiets Securty  Eswwronmental Canfiguration Logout Save POU:

Help
Phase L1 Meter

Ths pege s(0vwdec stales K¢ wach of
Low Alarme High Alam
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5 (W
e 21009 20500 W0 1w FOU Hagh s ow aben
R , _ . Trasturnd resey D sk Ko votegm
Cumest (Ampz
w 050 a0 450 cattvenl widlagn, Betpsenncy, mbatrsd
Wattzon (AN . . BTz ine o 2Ower Bcky by adng
s aas a0 550 S pe—— e
Froquoacy (Hz - - Tre Tresturn] vdam wd cadang tn
DR 40.90 45.00 €0.00 iw Cranges’ {Xhciorn) us ‘Hiscwl
. - L asipy Wil a0 o ersegy vakies i
Pawer Factor (FF
Fr 239 2.100 2500 oel psest
Temposatare (C) 7 T 430 T om
T Ldenued values
Podk Votage (W) M2 Pedk Cument 135
W
VA V) 2213
T Ensgy usage
A 23 BTun 10215
wicoz 02 o 10829

Costif
Coztit) 20

FRasat Encrgy

Save Changes

The PDU’s RMS volts, amps, kW'’s, frequency, power factor and internal temperature are shown along
with check boxes and threshold level to configure alarms against these parameters. Please see |ater
topic for alarm setup.

The Extended values box shows additional parameters for the PDU including Peak volts and amps
and the VA that the meter is delivering.

The final box provides the total energy usage on this PDU, including relevant conversions such as
kgCO2, and the total cost based on the currently configured cost per kWh.

Buttons on this page allow the alarm thresholds to be saved and the energy consumption to be
reset if required.

Configuration of the meter shunt used on the meter board to allow current measurements above
32A may be configured under the Advanced Configuration page.

(72)
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Sockets page

Clicking on the Socket Outlets button the operator is presented with the sockets status page
which contains details of each individual socket connects to the system. The following screen shot
shows the first five sockets on a 48 socket system:
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Each socket is displayed with an associated picture of the sockets type installed [Please see
Configuration page for socket setup] the equipment name, the current and VA being drawn from
the socket, the energy used by the socket and its associated phase. If the socket is currently ON
then the RED neon indicator is lit on the graphic and switching button indicates that you can turn

the socket ‘OFF’.

Other buttons on this page allow the selected sockets, check box on each socket, to be turned ON
or OFF, all the sockets turned ON or OFF or all the check boxes to be selected or unselected.
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Security page

Clicking on the Security button the operator is presented with the security status page which
contains all Cabinet door, lock and Card number information for the PDU. The following screen
shot shows the cabinet door open, the door locked with the last unlock user and a four card

numbers stored:

Dvervaw Mearing Sackal Dukis Saouriy Emerenmanta
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Skw PDUs

Calined Stalug

sy Crome

G sz OFEN J u

Lireadont Loadm!  Linsed iom

Lo stalen LQURED o u HINL

UNLOCK

S Changes

Card Number Setup
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e et Tseagre S

Unse 2 thababe

121 Jarahar Eslon P

User 3 dotods 54321 Pabar Gatle

Uner & datads

e T Sodey PT

Urer 5 datads o Neos Hons

User 6 datals ° Hone Nooer

The cabinet status dialog provides the door and
lock status along with check boxes to configure
alarms for door OPEN/CLOSED and lock
UNLOCKED/LOCKED conditions. The last user
that the lock was unlocked is also displayed.
The operator can unlock the lock at any time by
clicking ‘UNLOCK’. Please see later topic for
alarm setup.

The Card Number Setup dialog provides a list of
the currently stored card numbers that can unlock
the door when presented to the card reader at
the cabinet location. Any of these numbers can
be changed, along with the Username and Group
and the PDU updated by clicking ‘Save Changes’.
The ‘Clear All’ button clears all the current

Card numbers to zero. The ‘Learn Card’ button
activates the card reader learn function during
which the reader LED will flash. If a card is swiped
within 30 seconds this card will be stored in the
next available slot otherwise learn will timeout
and the reader LED turn off.

Help

Trk: page dliows the catinet door
zecurty optons to be confgured

Cabinzt Status reports tre cument
cabinct docr sz, OFEN or
CLOSED, tre cobintt docr ok statuz,
LOCKED or UNLOCKED and diows
ez 3 be condjured for these
zt2022. The Usiock bation slows the
cabinet 6ooe 4 be cpaned witout 3
valid C/RDPN boing crtened ot the
lzs. Tre Time/Done of e 222 wnfock:
rClazed and

o 3hms can be Zeup
by chciing 0n e azzodated chackbox
a0z cikdng on ‘3ave Changas

Card Number Setup abiows up 32 30
NZAAZLAl 23rd numtens 1o be emiared
1038 snizck e Cabingt 0O When ead
by a conzoctod 'Wiepand cand roacks.
Now Cards MUnLens, s567 and group
nan a3y Lo eniared in e Seids
a0z 'Save Changes’ buton Sickod of 3
e Card et by chcking tha ‘Leam
Cane’ buton and presanting a card 1
Mo reaser A cants can be ocleted tv

The ‘Wildcards’ checkbox can be used to enable/
disable the Card/PIN wildcard feature The
wildcard feature allows a pre-learnt Card/PIN
number to be modified or a new one entered
that will respond to arange of Card/PIN numbers
when presented/entered.

The wildcard value is represented by using trailing
full stops in the Card number starting in the units
column and continuing into the tens, hundreds,
thousands columns as required.

Example

Pre-learnt card number modified to support
wildcard function on digits 5 to 8.

Card/PIN registers contain value ‘12345678’ due
to pre-learn are modified to “1234....7

Cards swiped/scanned in the range 12340000’
to 12349999’ will activate the door lock.
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Environmental page

Clicking on the Environmental button the operator is presented with the environmental status
page which contains details of any humidity probe, temperature probes, particle sensors and

contacts connected to the system. The following screen shot shows both a humidity probe and
two temperature probes connected:
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The humidity probe status box provides the temperature and humidity output from any connected
humidity probe along with location name and check boxes and threshold levels to configure alarms
against these parameters. Please see later topic for alarm setup.

The temperature probe status box(s) provide the temperature output from up to eight temperature
probes along with location name and check boxes and threshold levels to configure alarms against

these parameters. Please see later topic for alarm setup.
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The following screen shot shows a particle sensor connected mid page:
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The following screen shot shows the Contact Set Status at the bottom of the page:
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The contact set status box provides the status [OPEN, OKAY or TRIGGERED] and label of any
switch, contact etc. connected to the three contact inputs along with check boxes to configure
alarms against these inputs. Please see later topic for alarm setup. The contact inputs are ‘sticky’
which means that when triggered into an TRIGGERED condition they will hold this condition until

cleared using the associated ‘Clear’ button.

Buttons on this page allow the alarm thresholds and status to be saved as required.
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Alarm setup and generation
Individual pages allow various low, high and event alarms to be configured.

To setup a low threshold alarm click on the Low Alarm checkbox and enter a threshold level at
which an alarm should be generated if the reported value drops below i.e. for a temperature alarm
enter 5.00 if you want an alarm to be generated if the temperature drops below 5.00C.

To setup a high threshold alarm click on the High Alarm checkbox and enter a threshold level at
which an alarm should be generated if the reported value rises above i.e. for a temperature alarm
enter 40.00 if you want an alarm to be generated if the temperature rises above 40.00C.

Click on the ‘Save Changes’ button to update the alarm setting. Note: An alarm comparision is
immediately undertaken on configuring a new alarm.

The normal alarm check repeat period of 1 to 240 minutes can be configured on the Configuration
page. On every alarm repeat period timeout all configured alarm thresholds are re-compared with
the currently report value and if found to be above or below the threshold and if the SNMP trap N
enabled checkbox is selected an SNMP trap generated, see SNMP Trap Host Setup in Appendix

B, and if the Email alarms enabled checkbox is selected on the Configuration page and alarm
email will also be generated to the configured email address and if the SysLog enabled checkbox is
selected a SysLog message generated.
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Configuration page

Clicking on the Configuration button the operator is presented with the Configuration page
which contains configuration details. The following screen shot shows the System Information and
configuration dialog and System Settings dialog at the top of the page:
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The System Information and Configuration box shows the currently logged in operator level, USER,
ADMINISTRATOR or FACTORY, client name, location and cabinet ID names and the names to be
used for the three phases.

The System Settings box shows all the parameters that can be configured within the system.
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The second section of the page contains the PDU Mode settings and Socket settings dialogs:
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The PDU Mode settings dialog allows the PDU mode to be configured (NORMAL-No MODBUS
support, MASTER-MODBUS Slaves are queried and data collected and SLAVE-External master
collects data from this PDU using the configured slave address).

When configured for MASTER the Timeout (time to wait for a slave to respond) and Retries
(Number of times the master retries a query) are configurable. Additionally, the SEARCH button is
available to allow all connected Slave to be re-searched without rebooting the system.

When configured for SLAVE the MODBUS Slave Address must be configured to an exclusive
address on the MODBUS network. The MODBUS Status box provides real-time information about
MASTER mode queries or SLAVE mode requests being made on the MODBUS network.

The Socket settings dialog allows each socket on the system to be configured with a socket
picture, equipment name and alarm thresholds. Using the drop down box the socket to be
displayed can be selected. Clicking on a socket picture allows it to be selected. High and low
alarm thresholds may be setup for current by clicking on the associated checkbox, changing the
threshold value and clicking on the ‘Save Changes’ button.

Socket energy may also be reset by clicking the ‘Reset Energy’ button.
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The third section of the page contains the Network settings and Time/Date settings dialogs:
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The Network settings dialog allows IPv4/IPv4 DHCP to be enabled and the webserver port and
secure (https) access to be configured. When DHCP is disabled a static IPv4 or IPv6 address and
Gateway/DNS address may be configured. When DHCP is enabled the IPv4 and IPv6 addresses
are allocated and displayed. Changes can be made to the fields by selecting/de-selecting the
checkboxes, updating the fields and clicking the ‘Save Changes’ button.

The Time/Date settings box allows the NTP and time/date settings to be configured. Enter the
NTP server you wish to use and check NTP Server enabled to specify a particular NTP server or
uncheck NTP Server enabled and enter a time and date in the format shown and update by clicking
‘Save Changes’.
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The fourth section of the page contains the SNMP settings, Telnet settings and Radius settings dialogs:
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The SNMP settings box allows the SNMP Read and Write communities and SNMPv3 settings to be
configured. Enter up to 3 communities for read and write or leave blank if unused, enabel SNMPv3
with associated authentication and privacy keys and update by clicking ‘Save Changes’.

The Telnet settings box allows the Telnet server Username and Password to configured. Enter a

username, password and update by clicking ‘Save Changes’.

The Radius settings box allows the radius authentication server to be configured. See Appendix |
for more information.
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The fifth section of the page contains the Alarm and Logging settings dialog:
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The Email setting dialog allows the email address and mail server to be configured for email
alarms. Select the ‘Email enabled’ checkbox, enter the destination email, from email and the email
server information and click ‘Save Changes’.

The SyslLog setting dialog allows the SysLog port and server to be configured for SysLog alarms.
Select the ‘SysLog enabled’ checkbox, enter the SysLog port, normally 514, and SysLog server
information and click ‘Save Changes’.

The SNMP Trap settings dialog allows the two trap destinations to be configured for SNMP
trap alarms. Select either or both the ‘SNMP trap N enabled’ checkboxes, enter the SNMP trap
destination and community and click ‘Save Changes’.

The General settings dialog allows the auto log period to be configured i.e. the period at which an
email and SysLog message are routinely sent to confirm system operation. Enter a minute value
and click ‘Save Changes’.
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Slave PDUs page

Clicking on the Slave PDUs button the operator is presented with the Slave page which contains
information about the connected slave PDUs. The following screen shot shows the Site Totals,

Slave PDU Status, PDU Information and Meter Status dialogs at the top of the page:
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The Site Totals dialog shows the totals associated with this PDU and all slave PDUs connected to

the system.

Selecting a slave PDU address from the Select PDU Slave drop down allows any slave to be
selected with its information appearing under the PDU Information dialog.
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A Cabinet ID and Phase names for the current slave may be entered and saved using the ‘Save
Changes’ button.

The Meter Status dialog shows the meter status for the selected meter (1,2 or 3) along with the
currently configured alarm thresholds and enable status.

The bottom section of the page contains the Socket Status, Environmental Probe Status, Contact
Set Status and Cabinet Status settings dialogs:
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The Socket Status dialog allows the socket status to be viewed for the selected socket (1..32) along
with the currently configured alarm thresholds, enable status, phase name and the equipment
name may be entered and saved using the ‘Save Changes’ button.

The socket on/off status is also show along with a button that allows the socket output to be
switched on or off.

The Environmental Probe Status dialog allows the humidity/temperature probe and temperature

sensor status to be viewed and the probe location names may be entered and saved using the
‘Save Changes’ button.
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The Contact Ser Status dialog allows the state of the three [3] contacts to be viewed and the contatc
location names may be entered and saved using the ‘Save Changes’ button.

The Cabinet Status dialog allows the door and lock status to be viewed along with the currently configured
alarm enable status and the door name may be entered and saved using the ‘Save Changes’ button.
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Advanced Configuration page (hidden)

On entering the IP address followed by /config.html in the top bar the operator is presented with
the Advanced Configuration page which contains advanced configuration details. The following
screen shot shows the top section of the page showing the Advanced Configuration and Software
upgrade configuration dialogs:
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The Advanced Configuration box allows a number of factory configurable settings to be changed,
induding: Socket unplug threshold, System serial number, page copyright notice and a printable
page can also be generated containing this information along with the system MAC address.

The Software upgrade dialog allows the PDU software to be upgraded by choosing the ‘update tar.
cpt’ supplied by IPT and click ‘Upload file’. On upload completion the new software will be installed
and the PDU will reboot. NOTE: That the webserver will go off-line during this reboot.

The System Configuration dialog allows the current configuration to be downloaded as a ‘config.

new’ file, uploaded (eg. from another system downloaded file) as ‘config.new’ or defaulted to the
factory defaults.
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The centre section of the page contains the User Configuration dialog:
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The User Configuration dialog allows a maximum of 20 users to be configured with one of 3
different user levels. USER level allows access to all pages, but ‘Save Changes’ buttons are
disabled. ADMINISTRATOR level allows access to all pages and ‘Save Changes’ are enabled as
well as upgrade functions. FACTORY level provides access to all pages and buttons as well as
advanced configurations on the config.html page.

(37)
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The botton section of the page contains the Meter Calibration and System Testing dialogs:

Ieter Calbration

N voits DM vorts
N 1 Velage neE0 2400 oIt
W 1 Cuatrent a8 20 Calbrane
Mot 2 Velge 0o MO0 Calbzte
Waise 2 Cutiar a0 20 Calbrane
Weine 1 Velgm oo Moo Ly
Wi 3 Comond um 2n S
System Iesting
Tezt itz Caenect the IPawer Cantrol basrd tezter nd dkk START TEST...

START TEST

Fristabio 161 page

The Meter Calibration dialog allows each of the three meters to be individually calibrated. To
calibrate voltage measure the mains voltage [RMS or DC] at the feed input, enter the value in the
DMM field and click on Calibrate. To calibrate current a RMS ammeter must be placed in series
with one of the heater loads and load device eg. heater connected to the controller power outlet.
Enter the amps value in the DMM field and click on Calibrate.

The System Testing box allows the PDU to be tested. Connect an IPT PDU-SNMP Control board
tester to the relevant interfaces and click START TEST.

Logout button

Clicking on the Logout button the operator is presented with a blank page with the authentication
screen displayed.

(32)
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Appendix B. SNMP trap setup and register description

Overview

The PDU supports multiple SNMP registers which can be accessed through its MIB file definition
[IPT-PDU_Vx.mib] by any SNMP manager. The product supports all standard SNMP operations
such as GET, SET, GET NEXT, GET SUBTREE, GET BULK and WALK along with table viewing for
some sets of registers and global registers.

The product is also capable of generating SNMP traps when previously setup alarm thresholds or
alarm conditions are encountered. Traps consist of the client name and location followed by the
PDU label that generated the trap, the current level/condition that caused the alarm and the trap
alarm description.

SNMP trap host setup

The PDU supports two SNMP host IP addresses allowing two different host systems to be sent
trap alarm information. The host destination enable status, destination IP address and SNMP
community string are setup through a table view of the TRAPDestinationsTable:

- | ipt-pdu_SNMP

= | pdu_SNMP

. @ | slave_SiteTotals

slave_Server

pdu_Configuration

trap-Destinations
= ) trapDestinationsTable

2 trapDestinationsEntry
% trapDestinationsIndex
: trapDestinationsStatus
{? trapDestinationsIP

----- [£? trapDestinationsCommunity
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Which when viewed as a table will look like this:

trapDestinatio... |trapDestinatio... |trapDestinatio... |trapDestinatio... |Index Value
1 1 enabled 192.168.1.66 trap 1

2 2 disabled 0.0.0.0 trap 2

The destination IP address should be set to the IP of the host that is to receive the trap notifications
and the trap destination status set to ‘1’ for ENABLED. The SNMP trap community can also be
changed if required. Once configured any alarms generated by the system will be sent as traps
every <AlarmPeriod> minutes.

SNMP register definitions

The PDU-SNMP register set can be broken into three [3] functional categories, PDU-SNMP,
Slave-PDUs and Slave-Global.

Please refer to Appendix A — Web server HTML web page description for more information about
the individual values available as registers.

pdu_SNMP Slave total registers

The pdu_SNMP register category contains registers that allow the PDU-SNMP Slave site totals to
be read and the slave status read. The following MIB tree shows the registers available:

5| | ipt-pdu_SNMP
= | pdu_SNMP
. B | slave_SiteTotals
. - slave_SiteTotalkWh
) slave_SiteTotalBtu
-\ slave_SiteTotalkgCO2
= | slave_Server
: ~~~~~ & slave_Nopdus
) slaves-Online
o @) slave_ServerStatus
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pdu_SNMP PDU registers

The pdu_SNMP PDU register category contains registers that allow the master PDU (When

the PDU is configured for NORMAL or MASTER) status registers to be read (Meters 1-3, RTC,
Sockets, Environmental and Security), allow the PDU to be configured and trap thresholds to be
setup. The following MIB tree shows the registers available:

-- . pdu_Configuration
- . trap-Destinations
-- . pdu_Information
- . pdu_Meters

- | pdu_sockets

~- | pdu_Environmental
~- | pdu_Security

(7]
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pdu_Configuration sub-category

The pdu_Configuration sub-category contains relevant configuration information for the master
PDU as follows:

E} ., pdu_Configuration
- -[#¥ pdu_ClientName

----- [#¥ pdu_LocationName

o pdu_FirmwareVersion
: pdu_KgCO2Conversion

.[#¥ pdu_HTTPsPort

----- [#¥ pdu_SysLogStatus

.[#¥ pdu_SysLogPort
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pdu_Information sub-category

The pdu_Information sub-category contains relevant information for the master PDU as follows:

E} pdu_Information

- pdu_Firmware
-\ pdu_Nosockets

@) pdu_ProductName

- pdu_SerialNumber

- pdu_TrapName
..... ‘ pdu_TrapDescription
@) pdu_TrapThreshold

@) pdu_TrapValue

pdu_ProductName and pdu_SerialNumber are set at factory.
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pdu_Meters sub-category

The pdu_Meters sub-category contains meter measurements for the master PDU as follows:

E} . pdu_Meters
- W) pdu_Meter 1-VRMS

------ @) pdu_Meter 1-IRMS

- pdu_Meter 1-KWH

) pdu_Meter 1-KW

) pdu_Meter 1-TPMU

) pdu_Meter 1-IPK

@ pdu_Meter 1-VPK

------ &) pdu_Meter 1-PF

) pdu_Meter2-KWH

) pdu_Meter2-KW

- pdu_Meter2-TPMU

~~~~~~ &) pdu_Meter2-IPK

- pdu_Meter2-VPK

------ &) pdu_Meter2-PF

@) pdu_Meter2-Freq

------ @) pdu_Meter3-VRMS

444444 @ pdu_Meter3-KWH

------ &) pdu_Meter3KW

@) pdu_Meter3-TPMU

) pdu_Meter3-IPK

@) pdu_Meter3-VPK

) pdu_Meter3-PF
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pdu_Sockets sub-category

The pdu_Sockets sub-category contains socket status and measurements for the master PDU as

follows:

= | pdu_sockets
= [ pdu_socketsTable

2- pdu_socketsEntry
& socket-Index
----- socket-Number
-1y socket-Equipment
[ socket-ONOFF
----- socket-AMPS
[ socketKWH
) socket-INFO

Which when viewed as a table will look something like this:

socket-Index socket-Number socket-Equipm... |socket-ONOFF socket-AMPS socket-KWH socket-INFO Index Value
il 1 1 Reception heater  |on 0 0 17 1
2 2 2 Reception computer jon 0 0 25 2
3 3 3 None on 0 0 1 3

(4]
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pdu_Environmental sub-category

The pdu_Environmental sub-category contains humidity probe, temperature probe status and
measurements and Contact status for the master PDU as follows:

= pdu_Environmental

- pdu_Environmental-Temp1

5 pdu_Environmental-Temp 1-Location
o pdu_Environmental-Temp2

E pdu_Environmental-Temp2-Location
o pdu_Environmental-Temp3

E pdu_Environmental-Temp3-Location
- pdu_Environmental-Temp4

pdu_Environmental-Temp4-Location
----- pdu_Environmental-Temp5
pdu_Environmental-Temp5-Location
----- pdu_Environmental-Tempé
pdu_Environmental-Tempé-Location
44444 pdu_Environmental-Temp7
pdu_Environmental-Temp7-Location
----- pdu_Environmental-Temp8
-.[2¥ pdu_Environmental-Temp8-Location

------ @) pdu_Environmental-HumidityTemp

) pdu_Environmental-Humidity

----- pdu_Environmental-Contact1
pdu_Environmental-Contact1-Location
~~~~~ pdu_Environmental-Contact2
pdu_Environmental-Contact2-Location
~~~~~ pdu_Environmental-Contact3

~~~~~ pdu_Environmental-Contact3-Location
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pdu_Security sub-category

The pdu_Security sub-category contains door and lock status and the security card/PIN numbers

for the master PDU as follows:

= _ pdu_Security

fo pdu_Security-Door

| £ pdu_Security-Lock
{? pdu_Security-Wild
) pdu_Security-LastUser
& [ pdu_SecurityTable

The pduSecurity Table when viewed as a table will look something like this:

pdu_Security-... |pdu_Security-... |pdu_Security-... |pdu_Security-... |Index Value
1 1 3370501 David Designer Systems |1
2 2 12345678 Jonathan Eaton  |IPT 2
3 3 987654321 Peter GoFlex 3
4 4 3423236 David Stockley IPT 4

(43)
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pdu_Traps, pdu_TRAPThresholds sub-category

The pdu_TRAPThresholds sub-category allows the master PDU alarm thresholds and conditions
to be configured. The first few can be seen as follows:

=8 ' pdu_Traps

=}~ pdu_TrapThresholds
[ meter 1-VRMSLowAlarm
[? meter 1-VRMSLow
..[A¥ meter 1-VRMSHighAlarm
..[ ¥ meter 1-VRMSHigh
[ meter 1-IRMSLowAlarm
[? meter 1-IRMSLow
- [#F meter 1-IRMSHighAlarm
..[B¥ meter1-IRMSHigh
..[A¥ meter 1-KWSLowAlarm
[? meter 1-KWSLow

Please refer to Appendix A — Web server HTML web page description for more information about
the individual values available as registers.

slave_PDUs registers

The slave_PDUs register category contains registers that allow individual Slave PDU’s in the
installation to be queried. A Slave PDU can be selected by writing an index value [1 to number of
Slave PDU’s in system] to the slave_SlaveSelected register as follows:

- |, slave_pdus

- .[#¥ slave_slaveSelected
i | slave_Information
slave_Status
slave_sockets
slave_Environmental
slave_Security
slave_Traps

RNk

Subsequent GET’s and SET's target this selected Slave PDU for each of the sub-categories above.

(aa]
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slave_Information sub-category

The slave_Information sub-category contains relevant configuration information for the selected
PDU as follows:

= | slave _pdus

=+ slave_Information

-[#¥ slave_pduName

--[#F slave_pduStatus

~~~~~ W@ slave_pduAddress

----- @ slave_pduFirmware

----- @ slave_Info-NotUsed2

----- @) slave_pduNosockets

~~~~~ @) slave_Info-NotUsed3
E slave_Info-NotUsed4

: slave_Info-pduReset
[ slave_Info-pdukWhReset
[ slave_Info-Phase IName
--[#F slave_Info-Phase2Name
-[£¥ slave_Info-Phase3Name

Note: NotUsed registers are for system compatibility.

slave_Status sub-category

The slave_Status sub-category contains relevant status information for the selected. The first few
can be seen as follows:

=2 slave_Status

-[#Y slave_Meter 1-VRMS

----- @ slave_Meter 1-IRMS

----- @) slave_Meter 1-KWH

----- @ slave_Meter 1-KW

----- @ slave_Meter 1-TPMU

----- @) slave_Status-NotiUsed1
----- @) slave_Status-Notlsed2
----- @) slave_Meter1-IPK

~~~~~ @) slave_Meter 1-VPK

----- @ slave_Meter 1-PF
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slave_Sockets sub-category

The slave_Sockets sub-category contains relevant status information for the selected PDU
individual sockets as follows:

= slave_Sockets

= [ slave_SocketsTable

=8 slave_SocketsEntry

% slave_Socket-Index

E slave_Socket-Number
slave_Socket-Equipment

[ slave_Socket-ONOFF

a slave_Socket-AMPS
slave_Socket-KWH

-[£¥ socket-Selected
-[£¥ socket-AllON
-[#F socket-AllOFF
\/ an excel solution ELE\/ATE
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slave_Environmental sub-category

The slave_Environmental sub-category contains humidity and temperature status and
measurements for the selected PDU as follows:

=2 slave_Environmental

<<<<< . slave_Environmental-Temp1

<<<<< @) slave_Environmental-Temp2

----- @) slave_Environmental-Temp3

@) slave_Environmental-Temp4

- ‘ slave_Environmental-Temp5

----- ‘ slave_Environmental-Tempé

<<<<< . slave_Environmental-Temp7

<<<<< @) slave_Environmental-Temp8

----- @) slave_Environmental-HumidityTemp

E slave_Environmental-Humidity
slave_Environmental-Contact1

[Z slave_Environmental-Contact2

{? slave_Environmental-Contact3

(Z slave_Environmental-Temp 1-Location

[Z slave_Environmental-Temp2-Location

{? slave_Environmental-Temp3-Location

[? slave_Environmental-Temp4-Location

[Z slave_Environmental-Temp5-Location

{? slave_Environmental-Tempé-Location

(Z slave_Environmental-Temp7-Location

[Z slave_Environmental-Temp8-Location

{? slave_Environmental-Humidity-Location

[? slave_Environmental-Contact1-Location

[Z slave_Environmental-Contact2-Location

{? slave_Environmental-Contact3-Location
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slave_Security sub-category

The slave_Security sub-category contains door and lock status for the selected PDU as follows:

= slave_Security

: é slave_Security-Door
slave_Security-Lock

..[B¥ slave_Security-DoorName

slave_Traps sub-category

The slave_Traps sub-category contains Set and Clear trap definitions for all slave traps, a small
sample of the Set traps are as follows:

=2 _, slave_Traps
= | slave_TrapSetNotifications
,’v slave_Set-Meter 1-VRMSLow
,’v slave_Set-Meter 1-VRMSHigh
- % slave_Set-Meter 1-IRMSLow
- % slave_Set-Meter 1-IRMSHigh
- % slave_Set-Meter 1-KWSLow
- % slave_Set-Meter 1-KWSHigh
:v slave_Set-Meter 1-TempLow
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slave_Global registers

The slave_Global register category contains registers that allow all PDU’s in the installation to be

viewed as follows:

8- , slave_Global

- [F slave_Global-Table

= B&' slave_Global-Entry

% slave_Global-Index
slave_Global-Status

@) slave_Global-Address

- slave_Global-Nosockets

- slave_Global-Meter 1-VRMS

@) slave_Global-Meter 1-IRMS

@) slave_Global-Meter 1-KWH

- slave_Global-Meter 1-KW

@) slave_Global-Meter 1-TPMU

- slave_Global-Meter 1-PF

@ slave_Global-Environmental-Temp1

. slave_Global-Environmental-Temp2

‘ slave_Global-Environmental-Temp3

@) slave_Global-Environmental-Temp4

. slave_Global-Environmental-Temp5

@) slave_Global-Environmental-Tempé

@) slave_Global-Environmental-Temp7

. slave_Global-Environmental-Tempd

. slave_Global-Environmental-HumidityTemp

E slave_Global-Environmental-Humidity
slave_Global-Environmental-Contact1

--[#¥ slave_Global-Environmental-Contact2

--[#P slave_Global-Environmental-Contact3

a slave_Global-Security-Door
slave_Global-Security-Lock

--[#¥ slave_Global-Sockets

@) slave_Global-Socket1Amps

-} slave_Global-Socket2Amps

@) slave_Global-Socket3Amps

- slave_Global-Socket4Amps

- slave_Global-Socket5Amps

@) slave_Global-Socket6Amps

@) slave_Global-Socket7Amps

- slave_Global-Socket8Amps

@) slave_Global-SocketSAmps

‘ slave_Global-Socket10Amps

@) slave_Global-Socket11Amps

- slave_Global-Socket12Amps

‘ slave_Global-Socket13Amps

@) slave_Global-Socket14Amps

- slave_Global-Socket15Amps

. slave_Global-Socket16Amps

@) slave_Global-Socket17Amps

- slave_Global-Socket18Amps

@) slave_Global-Socket19Amps

@) slave_Global-Socket20Amps

- slave_Global-Socket21Amps

Please refer to Appendix A — Web server HTML web page description for more information

about the individual values available as registers.
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slave_GlobalConfig registers

The slave_GlobalConfig register category contains registers that allow all PDU’s in the
installation to have their names read and configured:

B- slave_GlobalConfig
= [ slave_GlobalConfig-Table

= B! slave_GlobalConfigEntry
% slave_GlobalConfig-Index

slave_GlobalConfig-CabinetID

@ slave_GlobalConfig-Phase IName
IZ slave_GlobalConfig-Phase2Name
[? slave_GlobalConfig-Phase3Name
@ slave_GlobalConfig-Environmental-Temp 1-Location
IZ slave_GlobalConfig-Environmental-Temp2-Location
@ slave_GlobalConfig-Environmental-Temp3-Location
IZ slave_GlobalConfig-Environmental-Temp4-Location
@ slave_GlobalConfig-Environmental-Temp5-Location
IZ slave_GlobalConfig-Environmental-Tempé-Location
[? slave_GlobalConfig-Environmental-Temp7-Location
@ slave_GlobalConfig-Environmental-Temp8-Location
IZ slave_GlobalConfig-Environmental-Humidity-Location
@ slave_GlobalConfig-Environmental-Contact1-Location
IZ slave_GlobalConfig-Environmental-Contact2-Location
@ slave_GlobalConfig-Environmental-Contact3-Location
IZ slave_GlobalConfig-Security-Door-Name
g slave_GlobalConfig-Socket1-Equipment
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Appendix C. SNMP manager description

Overview

The PDU-SNMP supports a SNMP manager that can be configured to request data OIDs from other SNMP
compliant equipment.

There are two managers, pdu_SNMPManager1 and pdu_SNMPManager2, that can be configured with
individual destination IP addresses and up to 5 OID targets can be configured under each manager.

The pdu_SNMPManagers sub-category contains the two managers with each formatted as follows:

EI _, pdu_SNMPManagers
= | pdu_SNMPManager 1

[#¥ pdu_Manager 11PAddress

{Z pdu_Manager 101D 1Target

----- {Z pdu_Manager 101D 1Response
{Z pdu_Manager 101D 1RequestPeriod
[ pdu_Manager 10ID2Target

{Z pdu_Manager 10ID2Response
{? pdu_Manager 10ID2RequestPeriod
{? pdu_Manager 10ID3Target

{Z pdu_Manager 10ID3Response
@ pdu_Manager 10ID3RequestPeriod
- [#F pdu_Manager 10ID4Target

[#¥ pdu_Manager 10ID4Response
{Z pdu_Manager 10ID4RequestPeriod
{Z pdu_Manager 10ID5Target

: @ pdu_Manager 10ID5Response
@ pdu_Manager 10ID5RequestPeriod
& | pdu_SNMPManager2

Once the IP Address of the destination SNMP agent has been configured the manager generates GET
requests to the Target every RequestPeriod seconds. The response to this GET request is then stored in
the Response register which can be read at any time.
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Appendix D. Telnet command line interface description

Telnet server

The PDU-SNMP supports a Telnet command line interface that allows a user to control/monitor system
settings and measurements.

Logginginto the Telnet server

The Telnet server can be logged into using any Telnet compatible application. For clarity the following

description uses the Putty application (http://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html)
as the client as it is available as a free download. After starting the application click on the “Telnet’ branch
under ‘Connection’ and select the ‘Passive’ radio button under the “Telnet negotiation mode:’ as follows:

Category:

g PuTTY Configuration

2- Sgssion

= Terminal
- Keyboard
. Bell
- Features
=) Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=)- Connection
- Data
- Proxy
. Telnet
- Rlogin
- SSH
... Serial

| Options controlling Telnet connections

Telnet protocol adjustments

Handling of OLD_ENVIRON ambiguity:

(® BSD (commonplace) (O RFC 1408 {unusual)
Telnet negotiation mode:

(® Passive O Active

[[] Keyboard sends Telnet special commands

[] Retum key sends Telnet New Line instead of "M
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Click on ‘Session’ select the ‘Telnet’ radio button and enter the PDU-SNMP IP address into the ‘Host

Name’ box as follows:

PuTTY Cenfiguration

Category:

=] Session
b Logging
=) Terminal
. Keyboard
- Bell
Features
- Window
i Appearance
- Behaviour
- Translation
i Selection
i Colours
Connection
... Data
i Proxy
o Telnet
- Rlogin
+- SSH
i Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
1192.168.1.203 |[23
Connection type:

(ORaw @ Telnet (ORlogin (OSSH (O Serial

Load, save or delete a stored session
Saved Sessions

| |

Default Settings Load
Direct to COM3 (115200)
Direct to COM7 (115200)

Save

Delete

Close window on exit:
(O Aways (ONever (@ Only on clean exit

Coes

Click the ‘Open’ button and if a connection is made you will be presented with the following screen:

EP 192.168.1.203 - PuTTY
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Enter the default user name ‘admin’ and password ‘password’ and the following screen will be displayed:

Telnet server commands

The Telnet server supports a number of commands that allow the slave PDU-SNMP to be selected, outlets
read and set and metering/environmental measurements to be read.

The set slave command allows the slave PDU-SNMP to be set ready for other read/set commands, the
format being:

SS XX
Where xx is the slave address 01-31, replies with:

Slave xx set

The set meter command allows the meter number to query on the slave PDU-SNMP to be set ready for
other read/set commands, the format being:

sm Xx
Where xx is the meter number 01-03, replies with:

Meter xx set
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Read status command

The Read status command allows the status of a socket to be returned, the format being:
read status oxx

Where xx is the socket number 01-48, replies with:
Socket xx: ddd

Where ddd is ON if the socket is on, OFF if the socket is off.

Switch socket command

The Switch socket command allows a socket to be switched on/off instantly or with a delay and be
rebooted (off/on with a delay), the format being:

SW oxx tttt
Where xx is the socket number 01-48 and tttt is as follows:
onimme
Turns the socket on immediately.
off imme
Turns the socket off immediately.
ondelay
Turns the socket on after 2 seconds.
off delay
Turns the socket off after 2 seconds.
reboot
Turns the socket off and then on again after 2 seconds.
Replies with:
Socket xx updated

Where xx is the socket number.

(55)
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Read meter command

The Read meter ‘dev’ command returns the voltage, current, power, power factor, frequency or dissipation

for the currently selected meter, the format being:
read meter dev volt
Replies with:
Meter volts: vvv.vVAC

Where vvvy is the current AC voltage.
read meter dev curr
Replies with:
Meter current: aa.aaA

Where aa.aais the current AC amperage.
read meter dev pow
Replies with:
Meter power: wwwwwkWs

Where wwwww is the current power in kWs.
read meter dev freq
Replies with:
Meter frequency: ff.fHz

Where ff.fis the current frequency in Hz.
read meter dev pf
Replies with:
Meter PF: p.ppp

Where p.ppp is the current power factor.
read meter dev pd
Replies with:

Meter dissipation: eeeee.ekWh

(56
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Where eeeee.e is the current energy dissipation in kWhs.
The Read meter ‘olt’ command returns the current or dissipation for the requested socket, the format being:
read meter olt oxx curr
Where xx is the socket number 01-48 and replies with:
Socket xx current: aa.aA
Where aa.ais the current AC amperage.
read meter olt oxx pd
Where xx is the socket number 01-48 and replies with:
Socket xx dissipation: eeeee.ekWh

Where eeeee.e is the current energy dissipation in kWhs.

Read sensor command

The Read sensor command returns the current humidity or temperature measured by the probes
connected to the system, the format being:

read sensor oxx
If xxis 01, replies with humidity probe level:
Humidity: hh.hh% Temperature: tt.ttC
Where hh.hhis the humidity in percent and tt.tt is the temperature in celsius.
If xxis 02-09, replies with the selected temperature probe level:
Temperature probe xx: tt.ttC
Where tt.tt is the temperature in celsius.
Quit command
The Quit command exits the Telnet session, the format being:

quit

(57
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Appendix E. XML and CGl protocol description

XML protocol

The PDU-SNMP supports Extensible Markup Language (XML) status protocols to allow the web server to
provide system configuration and measurement data.

XML status files

XML status consist of webserver accessible files with the .xml extension and are formatted in the following
manner:

<response>

<field>data</field>
</response>
Where:

field is the human readable description of the data within.
data is the configuration or measurement data

status.xml

The status.xml file provides system configuration and meter measurement values and id formatted as
follows:

<response>

<PDU_client>Designer Systems Limited</PDU_client>
<PDU_location>Designer Systems Offices</PDU_location>
<PDU_cabinetID>DES001</PDU_cabinet|D>
<PDU_software>0.10.00</PDU_software>
<PDU_timedate>12:19:40 06/12/2019</PDU_timedate>
<PDU_Alarm_Status>NONE</PDU_Alarm_Status>
<PDU_Meter1_Vrms>230.2</PDU_Meter1_Vrms>
<PDU_Meter1_Irms>0.08</PDU_Meter1_Irms>

<PDU_Meter1_kWs>0.005</PDU_Meter1_kWs>

(s8]
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<PDU_Meter1_Freq>49.8</PDU_Meter1_Freqg>
<PDU_Meter1_PF>0.302</PDU_Meter1_PF>
<PDU_Meter1_Temperature>23.60</PDU_Meter1_Temperature>
<PDU_Meter1_Vpeak>317.8</PDU_Meter1_Vpeak>
<PDU_Meter1_lpeak>0.15</PDU_Meter1_lpeak>
<PDU_Meter1_kWhs>0.6</PDU_Meter1_kWhs>
<PDU_Meter2_Vrms>230.7</PDU_Meter2_Vrms>
<PDU_Meter2_Irms>0.06</PDU_Meter2_lrms>
<PDU_Meter2_kWs>0.005</PDU_Meter2_kWs>
<PDU_Meter2_Freq>49.8</PDU_Meter2_Freqg>
<PDU_Meter2_PF>0.409</PDU_Meter2_PF>
<PDU_Meter2_Temperature>25.68</PDU_Meter2_Temperature>
<PDU_Meter2_Vpeak>318.3</PDU_Meter2_Vpeak>
<PDU_Meter2_Ipeak>0.16</PDU_Meter2_Ipeak>
<PDU_Meter2_kWhs>0.3</PDU_Meter2_kWhs>
<PDU_Meter3_Vrms>230.4</PDU_Meter3_Vrms>
<PDU_Meter3_Irms>0.00</PDU_Meter3_Irms>
<PDU_Meter3_kWs>0.004</PDU_Meter3_kWs>
<PDU_Meter3_Freq>49.8</PDU_Meter3_Freqg>
<PDU_Meter3_PF>0.506</PDU_Meter3_PF>
<PDU_Meter3_Temperature>25.38</PDU_Meter3_Temperature>
<PDU_Meter3_Vpeak>318.6</PDU_Meter3_Vpeak>
<PDU_Meter3_lpeak>0.15</PDU_Meter3_Ipeak>
<PDU_Meter3_kWhs>0.3</PDU_Meter3_kWhs>
<PDU_No_Slaves>0</PDU_No_Slaves>
<PDU_Slave_Total_kWs>0.014</PDU_Slave_Total_kWs>
<PDU_Slave_Total_kWhs>1.2</PDU_Slave_Total_kWhs>

</response>
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CGl protocol

The PDU-SNMP supports Common Gateway Interface (CGl) control protocols to allow the web server
to accept and decode commands sent over the HTTP GET. These commands allow the configuration of
settings and the control of power outlets.

CGl commands

CGl commands consist of HTTP GET formatted ASCII textual command lines in the format:
http://xxx.xxx.xxx.xxx/page.html?id=id&param1=value1&param2=value2....
Where:

XXX XXX XXX XXX IS the IP address of the PDU-SNMP unit
page.htmlis the webpage used by the command

id is the command description

param is the parameter to be set

value is the parameter value

Note: There is no syntax checking of parameter values, please ensure that values adhere to the ranges
defined within the web server. Additionally textual names should not use ampersand ‘6’ or commas *,’
within their definitions.

Set meter alarm thresholds commmand

The set meter alarm thresholds command allows the voltage, current, kilowatt, frequency, power factor and
temperature high and low alarm thresholds and activation to be set for meters 1,2 or 3, the format being:

meter.html?id=meter_param&meter=meter&voltslow=var1&voltshigh=var2&voltslowen
able=var 3&volt shighenable=var4&ampslow=var5&ampshigh=var6&ampslowenable=
var7&ampshighenable =var8&k wslow=var9&kwshigh=var10&kwslowenable= var11&k
wshighenable=var12&frequencylow=var136& frequencyhigh=var14&frequencylowenable
=var15&frequencyhighenable=var16&pflow= var17&p fhigh=var18&pflowenable= var19&p
fhighenable=var20&temperaturelow= var21&temperature high=var22&temperaturelowena
ble=var23&temperaturehighenable=var24

Where:

meter = Meter number, range 1..3 (1..3)

var1 = Volts low threshold x10, range 10..3000 (0.1..300.0V)
var2 = Volts high threshold x10, range 10..3000 (0.1..300.0V)
var3 = Volts low alarm enable, range 0..1 (1 = alarm enabled)
vard = Volts high alarm enable, range 0..1 (1 = alarm enabled)
var5 = Current low threshold x10, range 10..1000 (0.1..100.0A)
var6 = Current high threshold x10, range 10..1000 (0.1..100.0A)
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var7 = Current low alarm enable, range 0..1 (1 = alarm enabled)

var8 = Current high alarm enable, range 0..1 (1 = alarm enabled)

var9 = Kilowatts low threshold x10, range 10..1000 (0.1..100.0kw)
var10 = Killowatts high threshold x10, range 10..1000 (0.1..100.0kw)
var11 = Kilowatts low alarm enable, range 0..1 (1 = alarm enabled)
var12 = Kilowatts high alarm enable, range 0..1 (1 = alarm enabled)
var13 = Frequency low threshold x10, range 100..900 (10.0..90.0Hz)
var14 = Frequency high threshold x10, range 100..900 (10.0..90.0Hz)
var15 = Frequency low alarm enable, range 0..1 (1 = alarm enabled)
var16 = Frequency high alarm enable, range 0..1 (1 = alarm enabled)
var17 = PF low threshold x1000, range 0..1000 (0.000..1.000)

var18 = PF high threshold x1000, range 0..1000 (0.000..1.000)

var18 = PF low alarm enable, range 0..1 (1 = alarm enabled)

var20 = PF high alarm enable, range 0..1 (1 = alarm enabled)

var21 = Temperature low threshold x10, range 10..1000 (0.1..100.0C)
var22 = Temperature high threshold x10, range 10..1000 (0.1..100.0C)
var23 = Temperature low alarm enable, range 0..1 (1 = alarm enabled)
var24 = Temperature high alarm enable, range 0..1 (1 = alarm enabled)

Set humidity/temperature probe alarm thresholds command

The externally connected humidity/temperature probe alarm thresholds and activation can be set,
the format being:

enviro.html?id=enviro_hum&templow=var1&temphigh=var2&templowen=var3&temphigh
en=var4&humlow=var5&humhigh=var6&humlowen=var7&humhighen=var8&location=var9

Where:

var1 = Temperature low threshold x100, range 1..15000 (0.01..150.00C)
var2 = Temperature high threshold x100, range 1..15000 (0.01..150.00C)
var3 = Temperature low alarm enable, range 0..1 (1 = alarm enabled)

vard = Temperature high alarm enable, range 0..1 (1 = alarm enabled)
var5 = Humidity low threshold x100, range 1..10000 (0.01..100.00%)
var6 = Humidity high threshold x100, range 1..10000 (0.01..100.00%)
var7 = Humidity low alarm enable, range 0..1 (1 = alarm enabled)

var8 = Humidity high alarm enable, range 0..1 (1 = alarm enabled)

var9 = Location name, range 1..50 characters.
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Settemperature probe name and alarm thresholds command

The externally connected temperature only sensor probes (1 to 8) name/location, alarm thresholds and
activation can be set, the format being:

enviro.html?id=enviro_temp&probe=var1&templow=var2&temphigh=var3&tem
plowen=var4&temphighen=var5&location=var6

Where:

var1=Probe number, range 1..8

var2 = Temperature low threshold x100, range 1..15000 (0.01..150.00C)

var3 = Temperature high threshold x100, range 1..15000 (0.01..150.00C)

vard = Temperature low alarm enable, range 0..1 (1 = alarm enabled)

var5 = Temperature high alarm enable, range 0..1 (1 = alarm enabled)

var6 = Location name, range 1..50 characters.Set contact alarm triggers command

The externally connected contacts (1to 3) alarms and name/location can be set, the format being:

enviro.html?id=enviro_contact&contact=var1&cleareden=var2&triggereden=var3
&location=var4

Where:

var1 = Contact number, range 1..3 (1..3)

var2 = Contact cleared alarm enable, range 0..1 (1=alarm enabled)
var3 = Contact triggered alarm enable, range 0..1 (1=alarm enabled)
vard = Location name, range 1..50 characters.

Set door/lock alarm trigger command
The door and lock open/close alarm activation can be set, the format being:

security.html?id=security_door&dooropenen=var1&doorcloseen=var2&lockunlockeden=var3&
locklockeden=var4

Where:

var1 = Door open alarm enable, range 0..1 (1 = alarm enabled)
var2 = Door close alarm enable, range 0..1 (1 = alarm enabled)
var3 = Lock unlocked alarm enable, range 0..1 (1 = alarm enabled)
vard = Lock locked alarm enable, range 0..1 (1 = alarm enabled)
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Activate unlock command

The lock can be unlocked, the format being:
security.html?id=security_unlock&pin=var1
Where:

var1 = Product serial number

Set new card number command

Anew card can be added, the format being:
security.html?id=security_card&card=var1&cardnum=var2&carduser=var3&cardgrp=var4
Where:

var1 = Card slot number, range 1..30 (1..30)

var2 = Card number, range 0..9999999999999999
var3 = Card username, range 1..50 characters.

vard = Card group name, range 1..50 characters.

Activate card learn command
Anew card can be learnt by activating the card learn function, the format being:

security.html?id=security_cardlearn

Clear all cards command

All cards can be cleared, the format being:
security.html?id=security_clearcards&pin=var1
Where:

var1 = Product serial number
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Set socket outlet ON command

A socket outlet may be turned on, the format being:
sockets.html?id=socket_switch_on&socket=var1
Where:

var1 = Socket outlet number, range 1..Number of outlets(N) (1..N)

Set socket outlet OFF command

A socket outlet may be turned off, the format being:
sockets.html?id=socket_switch_on&socket=var1
Where:

varl = Socket outlet number, range 1..Number of outlets(N) (1..N)

Set all socket outlets to ON command
All socket outlets may be turned on, the format being:

sockets.html?id=socket_switch_all_on
Set all socket outlets to OFF command

All socket outlets may be turned off, the format being:

sockets.html?id=socket_switch_all_off
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Set system information command

The set system information command allows the client name, system location, cabinet ID and phase names
to be configured, the format being:

setup.html?id=setup_info&client=var1&location=var2&cabid=var3&phase1name=var4&phase2
name=var5&phase3name=var6

Where:

var1 = Client textual name, range 1..50 characters
var2 = Location textual name, range 1..50 characters
var3 = Cabinet ID textual name, range 1..50 characters
vard = Phase 1 textual name, range 1..50 characters
var5 = Phase 2 textual name, range 1..50 characters
var6 = Phase 3 textual name, range 1..50 characters

Set system parameter command
The set system parameter command allows the system to be configured, the format being:

setup.html?id=setup_param&kgco=var1&costsymbol=var2&unitcost=var3&lcdrotateper
iod=var4&lcdnormalcolour=var5&lcdalarmcolour=var6&lcdalarmrate=var7&alarmrepeatperi
od=var8&lockactivateperiod=var9

Where:

var1 = kgCO2 conversion value x1000, range 1..1000 (0.001..1.000)
var2 = Currency symbol, single character.

var3 = Cost per kWh x100, range 1..10000 (0.01..100.00)

vard = LCD rotation period, range 1..20 seconds

var5 = LCD normal colour, range 0..16777215 (0x000000..0xFFFFFF)
var6 = LCD alarm colour, range 0..16777215 (0x000000..0xFFFFFF)
var7 = LCD alarm flash period, range 100..5000 milliseconds

var8 = Alarm repeat period, range 1..240 minutes

var9 = Lock unlock period, range 1..240 seconds

Example. Default parameter setup.
setup.html?id=setup_param&kgco=544&costsymbol=£&unitcost=15&lcdrotateperiod=3&lcd

normalcolour=65280&Icdalarmcolour=16711680&lcdalarmrate=250&alarmrepeatperiod=
1&lockactivateperiod=5
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Set PDU mode and modbus parameter command

The set PDU mode and modbus parameter command allows the current operational mode, NORMAL,
MASTER or SLAVE and the Modbus parameters to be configured, the format being:

setup.html?id=setup_mode&mode=var1&slaveaddress=var2&Gmodbustimeout=var3&modbus
retry=var4d

Where:

varl = Mode setup, range 0..2 (0=NORMAL, 1=MASTER, 2=SLAVE)
var2 = Modbus slave address in SLAVE mode, range 2..32

var3 = Modbus timeout period, range 500...10000 milliseconds
vard = Modbus retries, range 1..10

Reset socket outlet energy command
The socket outlet to be reset must firstly be selected, the format being:
setup.html?id=config_socketselect&select=var1
Where:
var1 = Socket outlet number, range 1..48
The energy on the selected socket may then be reset, the format being:

setup.html?id=setup_socketreset
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Set socket outlet parameters and alarm thresholds command

The socket outlet to be configured must firstly be selected, the format being:
setup.html?id=config_socketselect&select=var1
Where:
var1 = Socket outlet number, range 1..48

The parameters on this socket outlet may then be named and the current high and low alarm
thresholds and activation may be set, the format being:

setup.html?id=setup_socket&equipment=var1&picture=var2&timedelay=var3&ampslowe
nable=var4d&ampslow=var5&ampshighenable=var6&ampshigh=var7

Where:

var1 = Socket outlet equipment textual name, range 1..50 characters

var2 = Socket picture select, range 0..6

var3 = Timedelay period to switch on after startup, range 100..100000 mS, O=off
vard = Current low alarm enable, range 0..1 (1 = alarm enabled)

var5 = Current low threshold x10, range 10..1000 (0.1..100.0A)

var6 = Current high alarm enable, range 0..1 (1 = alarm enabled)

var7 = Current high threshold x10, range 10..1000 (0.1..100.0A)

Set network parameter command
The set network parameter command allows the network system to be configured, the format being:

setup.html?id=setup_network&dhcpenable=var1&ipv4address=var2&ipv4gateway=var3&stat
icipv6enable=var4&ipv6address=var5&ipv6dns=var6&httpsenable=var7&httpport=var8&http
sport=var9

Where:

var1! = DHCP enable, range 0..1 (1 = DHCP enabled)

var2 = IPv4 static IP address, range 000.000.000.000 to 255.255.255.255

var3 = IPv4 gateway IP address, range 000.000.000.000 to 255.255.255.255

vard = |Pv6 static IP enable, range 0..1 (1 = IPv6 static IP enabled)

var5 = |Pv6 static IP address, range 00:00:00:00:00 to FFFF:FFFF:FFFF:FFFF:FFFF
var6 = IPv6 DNS address, range 00:00:00:00:00 to FFFF:FFFF:FFFF:FFFF:FFFF
var7 =HTTPS enable, range 0..0 (1 =HTTPS enabled)

var8 = HTTP webserver port number, range 0..10000

var9 = HTTPS webserver port number, range 0..10000
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Set Telnet parameter command

The set Telnet parameter command allows the Telnet system to be configured, the format being:

setup.html?id=setup_telnetGusername=var1&password=var2

Where:

var1 = Telnet username, range 1..20 characters
var2 = Telnet password, range 1..20 characters

Set SNMP parameter command

The set SNMP parameter command allows the SNMP system to be configured, the format being:

setup.html?id=setup_snmp&readcomm_1=var1&readcomm_2=var2&readcomm_3=var3&write
comm_1=var4&writecomm_2=var5&writecomm_3=var6

Where:

var1 = Read community 1, range 1..50 characters
var2 = Read community 2, range 1..50 characters
var3 = Read community 3, range 1..50 characters
vard = Write community 1, range 1..50 characters
var5 = Write community 2, range 1..50 characters
var6 = Write community 3, range 1..50 characters
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Setlogging parameter command
The setlogging parameter command allows the logging/alarm system to be configured, the format being:

setup.html?id=setup_logging&emailenable=var1&emailexchangeenable=var2&emailsecureen
able=var3&emailserver=var4&emailport=var5&emailuser=var6&emailpassword=var7&email
from=var8&emailto=var9&syslogenable=var10&syslogserver=var11&syslogport=var12&trap
1enable=var136&trap1destination=var14&trap1community=var15&trap2enable=var16&trap2des
tination=var17&trap2community=var18&trap3enable=var19&trap3destination=var20&trap
3community=var21&autologgingperiod=var22

Where:

var1 = Email alarms enable, range 0..1 (1 = Email enabled)

var2 = Email exchange server enable, range 0..1 (1 = Email exchange server enabled)
var3 = Email secure server enable, range 0..1 (1 = Email secure server enabled)

vard = Email server name, range 1..50 characters

var5 = Email server port number, range 0..10000

var6 = Email server username, range 1..50 characters

var7 = Email server password, range 1..50 characters

var8 = Email from address, range 1..50 characters

var9 = Email to address, range 1..50 characters

var10 = SysLog alarms enable, range 0..1 (1 = SysLog enabled)

var11 = SysLog server name, range 1..50 characters

var12 = SysLog server port number, range 0..10000

var13 = SNMP trap destination 1 enable, range 0..1 (1 = Destination enabled)

var14 = SNMP destination 1 IP address, range 000.000.000.000 to 255.255.255.255
var15 = SNMP destination 1 community name, range 1..50 characters

var16 = SNMP trap destination 2 enable, range 0..1 (1 = Destination enabled)

var17 = SNMP destination 2 IP address, range 000.000.000.000 to 255.255.255.255
var18 = SNMP destination 2 community name, range 1..50 characters

var19 = SNMP trap destination 3 enable, range 0..1 (1 = Destination enabled)

var20 = SNMP destination 3 IP address, range 000.000.000.000 to 255.255.255.255
var21 = SNMP destination 3 community name, range 1..50 characters

var22 = Auto logging period, range 1..1000 minutes (0 = off)
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Set user configuration command

The set user configuration command allows a users level, username, password and user rights to be
configured, the format being:

config.html?id=config_users&slot=var1&level=var2&username=var3&password=var4&new
pass=var5&confpass=var6&userrights=var7

Where:

varl = Slot, range 1..20 (user slot to change)

var2 = Level,range 0..3 (O = None, 1 = User, 2 = Administrator, 3 = Factory)
var3 = Username, range 1..40 characters

vard = Current password or new for creation, range 1..40 characters

var5 = New password, range 1..40 characters

var6 = New password confirmation, range 1..40 characters

var7 = Userrights, range 0x0000..0x0F0O0 as follows:

0x0001 Sockets 1.4
0x0002 Sockets 5..8
0x0004 Sockets 9..12
0x0008 Sockets 13..16
0x0010 Sockets 17..20
0x0020 Sockets 21..24
0x0040 Sockets 25..28
0x0080 Sockets 29..32
0x0100 Sockets 33..36
0x0200 Sockets 37..40
0x0400 Sockets 41..44
0x0800 Sockets 45..48

Example, to configure user access to sockets 9..12 and 17..20 = 0x0004 + 0x0010 = 0x0014

Delete user configuration command

The delete user configuration command allows a user to be deleted, the format being:
config.html?id=delete_users&slot=var1&username=var2&password=var3
Where:
var1 = Slot, range 1..20 (user slot to delete)

var2 = Username, range 1..40 characters
var3 = Current password, range 1..40 characters
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Default configuration command
The system can be defaulted back to factory configuration, the format being:

config.html?id=setup_default

()

\fan excel solution elevate@excel-networking.com elevate.excel-networking.com ELE\/A I E

Future Faster



Appendix F. Email and Syslog alarm message formats

Outgoing messages

Email message

The PDU-SNMP compiles and sends an alarm email to a set of up to five [5] pre-defined email addresses
as an asynchronous response to changes in system alarm status. The email takes the following format:

Customer: {Customer}
Location: {Location}

Cabinet ID: {CabinetID}

Date: [Date]

Time: [Time]

SlavelD: [SlavelD]

Message: [Status]

Firmware: <Firmware_Version>

Format description:

<> parameters are factory programmed.

{ } parameters are programmable via the internal webserver.
[ ] values are from internal registers.

Parameter: {Customer}
Description: Customer name text
Format: Variable length ASCII string, range 0 to 40 characters

Parameter: {Location}
Description: Location text
Format: Variable length ASClII string, range 0 to 40 characters

Parameter: {CabinetID}
Description: CabinetID text
Format: Variable length ASCII string, range 0 to 40 characters

Parameter: [Date]
Description: Current date text.
Format: Variable length ASCII string, format DD/MM/YY eg. 10/04/18

Parameter: [Time]
Description: Current time text.
Format: Variable length ASCII string, format HH:MM eg. 10:45

Parameter: [SlavelD]

Description: Slave address value
Format: Variable length ASCII string, format SS eg. 01
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Parameter: [Status]
Description: Human readable status text.
Format: Variable length ASCII string.

Value:
Value Description Sent
Starting PDU-SNMP starting log On Power-up
Periodic Periodic log Every {Auto log period} minutes
Alarm: Alarm message On configured alarm event

Parameter: <Firmware_Version>
Description: System firmware version.
Format: 5 decimal digits, range 0.00.00 to 9.99.99.

SysLog (RFC5424) message

The system compiles and sends an alarm Syslog message to a pre-defined web address as an
asynchronous response to changes in alarm status. The message takes the following format:

<9>1 [Date]T[Time] {IP_Address} PDU 0000 Customer:{Customer} Location:{Location}
CabinetID:{CabinetID} SlavelD:[SlavelD] Message:[Status] Firmware:<Firmware_Version>

Format description:

< > parameters are factory programmed.

{ } parameters are programmable via the internal webserver.
[ ] values are from internal registers.

Parameter: <9>1
Description: Syslog RFC5424 facility code =1 & severity = 0 or 1

Parameter: [Date]
Description: Current date text.
Format: Variable length ASClI string, format YYYY-MM-DD eg. 2014-08-15

Parameter: [Time]
Description: Current time text.
Format: Variable length ASCII string, format HH:MM:SS eg. 10:46:36

Parameter: {IP_Address}
Description: Currently configured IP address
Format: 4 decimal values of O to 255 separated by full stops, range 0.0.0.0 to 255.255.255.255
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Parameter: {Customer}

Description: Customer name text
Format: Variable length ASCII string, range 0 to 40 characters

Parameter: {Location}

Description: Location text
Format: Variable length ASClI string, range 0 to 40 characters

Parameter: {CabinetID}

Description: CabinetID text
Format: Variable length ASCII string, range 0 to 40 characters

Parameter: [SlavelD]

Description: Slave address value

Format: Variable length ASCII string, format SS eg. 01

Parameter: [Status]

Description: Human readable status text.
Format: Variable length ASCII string.

Value:

Value

Description

Sent

Starting

PDU-SNMP starting log

On Power-up

Periodic

Periodic log

Every {Auto log period} minutes

Alarm:

Alarm message

Parameter: <Firmware_Version>
Description: System firmware version.

Format: 5 decimal digits, range 0.00.00 to 9.99.99.

On configured alarm event
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Appendix G. RADIUS Client description

RADIUS Client service

The PDU can provide a RADIUS client service that allows a user to be verified and authorised by an
internal/external RADIUS server.

RADIUS Configuration
The HTTP service provides a RADIUS configuration option under the ‘Configuration’ tab settings. The

option allows the RADIUS Server IP or DNS address to entered, the Shared secret entered and RADIUS
authentication to be enabled as follows:

Radius settngs

Radks erating Ed
Radies erver 152168.1.8
Rach;s Secret

Save Cranpes

The RADIUS Server must be an active reachable IP or DNS address that has been pre-configured with the
user information, the PDU’s IP address and shared secret.

As an example to add a PDU IP address of 192.168.1.42 and the default shared secret ‘pdusnmp’ to a
FreeRADIUS server you must edit the /etc/raddb/clients.conf file on the server to add the following:

client pdusnmp {
ipaddr =192.168.1.42
secret = pdusnmp

}

Then to add a new user ‘charlie’ with password ‘brown’ and user level administrator (“1”-User, “2”-
Administrator “3”-Factory [see below]) to the server you must edit the /etc/raddb/users file on the server
to add the following:

charlie Cleartext-password := “brown”
Class=*“2"

The server must then be started using the command ‘radiusd =X’ before login can be undertaken.

NOTE: It may be necessary to open port 1812 for RADIUS communication on the server !!
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RADIUS Login

When RADIUS has been enabled on the PDU basic authentication is disabled and replaced with RADIUS
Server authentication. This means that any HT TP requests for web pages within the server are always
replaced with a login page until the RADIUS authentication process has been completed successfully. The
initial login page displayed is as follows:

The user must then enter their Username, Password and as an additional security measure the Shared
secret that has been pre-configured within the PDU Configuration and RADIUS Server configuration.
Clicking ‘Login’ will start the authentication process with the RADIUS server displaying ‘CONTACTING
SERVER’ and after a short period the Status should change.

RADIUS Server acceptance:

If the server accepts the user credentials the following is displayed:

Help
RADIUS Login
0
Usarrame RADIUS Server Login
This equipment requires Uissmame.
" Fassword and RADILIS Shared sacet
—— FMerncaton 1o scomss other peges
' win the syxiem The user, their
Status passwond and thared tacrel must be
Status ACCESS.ACCEPTE
£ o par-comigured on e desination

Pacawend

Shared seoat

Legin pass R338 COME yOUr NEtwTek
ddmrvsiaion for further nisrmation

After 3 seconds the page will automatically redirect to the normal ACU front page.
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RADIUS Server rejection:

If the server rejects the user credentials due to incorrect username, password or shared secret the

following is displayed:

RADIS Logn

Uzemame soduzer

Pazzword —

3mared zecret —

s ACCETE REJECTED

Login

Help

WALIRIS Saurver L g

[es wipgurmen] igames Lissrtanim
Pansmnnd arnd AT Smmd weiau
B e L T
wites Tiwpemm | iooe hes
proconsti] MIE Mnsmd weiid Trasd be
pee-cxmmbepiedd It desbroeson
HAIILES woevwr lin sesiardacencn bo bw
penoathe phescos conterd your aMmak
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In this case correct the credentials and check that the shared secret is the same on the RADIUS server as it

is on the PDU and click ‘Login’ again.

RADIUS Server failed:

If the server request times out twice or some internal process fails the following is displayed:

RADIUS Login
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Swdex st ann

Login

Help

RADIUS Server Login

Thiz cquigment requires Uzemame,
Fazzweord and RADILS Shared zoonet
UMeNILIton to XCezs oharpages
witiin the Zyztom. The user, thelr
pazzwoed and shared S0t must be
par condgurcd an fic dezdnation
RADIUS Zarver for Juthonication % be
passiic, PI0IZC CONMDCT your natwerk
IMNESYINN for further infarmation

In this case the RADIUS server status should be determined to ensure that it is running and ‘Login’ clicked

again to re-try.
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